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TepMHHBI H onpeieJIeHHS

Be30macHOCTh NEPCOHAJBHBIX JAaHHBIX — COCTOSHHE 3allUIICHHOCTH IEPCOHATbHBIX
JAaHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO — [ONB30BaTelNeH, TEXHMYCCKUX  CPeICTB U
MH()OPMAIIMOHHBIX TEXHOJIOTHH 00eCIeYdTh KOHQUICHINATBHOCT, EIOCTHOCT U JOCTYITHOCTS
TePCOHATBHBIX JAHHBIX NIPY HX 00paboTKe B MHQOPMALIMOHHEIX CUCTEMAX NEPCOHATBHBIX NAHHBIX.

BuoMeTpHUYecKHe MePCOHAJIbHbIE [JaHHbIE — CBEICHHA, KOTODHIE XapaKTCpU3yIOT
dusmonorIecKue OCOOCHHOCTH 4YeOBeKa M Ha OCHOBE KOTOPHIX MOXHO YCTaHOBUTB €O
JIMYHOCTD, BKIIOYas (oTorpaduu, OTIEYATKM IAIbIEB, 00pa3 CeTYaTKH Ilasa, 0COOEHHOCTH
CTpOEHHMS Tella U IPYTYIO MOJ00HYI0 HHPOPMAIHIO.

BJIOKHpOBAaHHEe NEPCOHANBHBIX [JaHHBIX — BPEMEHHOE  IIPEKpallCHHE cbopa,
CHCTEMATH3AIMH, HAKOIUIEHHS, NCTIOIB30BAHMS, PACIIPOCTPAHEHNS, IEPCOHANBHBIX NaHHBIX, B TOM
YHCTIe HX TepeliayM.

Bupyc (KOMIBLIOTEPHbIH, MPOrpaMMHBbII) — HCIIOTHIEMBIH TIPOTPaMMHBIN  KOJX HIIT
MHTEePIPETUPYEMBIH Habop HMHCTPYKIMH, OOJaarolidil CBOHCTBAMH HECAHKIMOHMPOBAHHOIO
pacmpocTpaHeHus U camoBocnpouspenenns. Cosnanuble XyOIMKaTE KOMIBIOTEPHOTO BAPYCa HE
BCer/a COBIAJAIOT C OPUTHHAIIOM, HO COXPAHAIOT CIIOCOOHOCTD K JaJIbHEHINEMY PacIpOCTPAHCHHUIO
1 CaMOBOCIIPOM3BEIEHUIO.

BpegonocHas mporpamMma— IporpaMma, NpeAHasHAYeHHas U  OCYINSCTBICHUA
HECAHKIMOHUPOBAHHOTO JOCTyNa M (MIIM) BO3AECHCTBUS Ha NEPCOHATBHBIC JNAHHBIE MM PECYPCEI
MH(POPMAITMOHHOM CHCTEMBI IIEPCOHANIBHBIX JaHHBIX.

JlocTyl B ONEPANMOHHYIO CpeXy KommbloTepa (MHPOPMANHOHHOH CHCTEMbI
NepCOHATBLHBIX JAHHDIX) — NONYYEHHE BO3MOXXHOCTH 3aITyCKa HA BBINOJIHCHHC LITATHBIX KOMAHI,
DYHKIMIA, TIPONEAYp ONEPaIMOHHOA CHCTeMbl (YHIYTOXKEHUA, KOMAPOBAHMSA, MMEPCMCINCHIA U T.IL),
ICIIONHSIEMBIX (haiiIoB IIPUKIAIHBIX IPOTPAMM.

JocTyn K HH(OPMANHH — BOSMOXHOCT IOJTy9eHHs. HH(POPMALIMH U €€ UCIIONB30BAHKA.

Samumaemass wH opManus — MHOOPMAIWS, SBIAIOMIAACA TPEIMETOM COOCTBCHHOCTH U
[OUIeKAIAd 3aIATe B COOTBETCTBHM C TPEOOBAHMSAMI NPABOBBIX JOKYMEHTOB WM TPSOOBAHILIMIL
YCTaHABIMBAEMBIMI COOCTBEHHMKOM MH(POpMALIIH.

HnenTudHuKanus — NPHCBOCHAE CyOBEKTaM M 00BEKTaM JOCTyma uaeHTHbUKaTopa U (Wm)
CpaBHEHHUE MPEIBSBIIEMOT0 HIEHTU(HUKATOPA C NEPEYHEM IIPUCBOCHHBIX HICHTU(PUKATOPOB.

WHpopMaTHBHBIA CHIHAJ — JIEKIPHYECKIC CHIHATIBL, aKyCTHYECKHUE, SIICKIPOMATHUTHBIC 1
npyrue Gusideckue TOMs, II0 TapaMeTpaM KOTOPBIX MOKET OBITH pacKpbITa KOH(UICHIMATBHAL
yHbopMaIs (EPCOHATBHEIE TaHHbIE) oOpabaTbBacMas B HHGOPMAIFIOHHOM CHCTEME IEPCOHATTBHBIX
JIAHHBIX.

HudopMannoHHasi CACTeMa NEePCOHATBHBIX AAHHBIX (MCI1An) — naOpMalliOHHAL
cHcTeMa, TPeCTaBIAIoIIas co00i COBOKYITHOCT IIEPCOHANBHBIX JAHHBIX, CONCPIKALIUXCS B 6aze
JAHHBIX, a Talke WH(QOPMAIMOHHBIX TEXHOINOTMH M TEXHHYECKHMX CPENCTB, MOSBOJLIIOIIMX
OCYIIECTBIAT, OOpaGOTKYy TaKMX TIEPCOHAIBHBIX [AHHBIX C HCIOIB30BAHUEM  CPEICTB
aBTOMAaTH3allMH Wik 6€3 UCTIONB30BaHUsA TaKUX CPEICTB.

HudopManuoHHbIe TeXHOJOTHH — TIPOLIECCH], MCTO/BI IOVCKA, cOopa, XpaHeHus1, 00pabOTKH,
TIPEIOCTABIIEHHUS, PAcPOCTPAHEHH MHPOPMALIH U CIIOCOOBI OCYIECTBICHNA TaKUX IIPOIECCOB U
METOJIOB.

HMcnob30BaHHe MePCOHATLHBIX JAHHBIX — NeHCTBHA (ONepaliy) ¢ IEpPCOHATbHBIMH
JAHHBIME, COBEpIIAEMBIE OIEPATOPOM B LENAX NPHUHATAS PCIICHHMM HIM COBEPIICHHS HHBIX
JeHCTBHH, MOPOKIAIOIMX IOPHANYCCKIE TTOCHEACTBIA B OTHOIICHUN cyOBeKTa MEPCOHANBHBIX
JAHHBIX WIH APYTHX JIHI[ 60 MHBEIM 00pa3oM 3aTparuBalolluX IpaBa H cBoOOBI CyOBeKTa
HEPCOHANBHBIX JaHHBIX MM APYTHX JIALL.



KoHpuaeHUMaNbHOCTE HePCOHANLHBIX JAHHBIX — OOS3ATENBHOE UL cobmoneHus
OTICPATOPOM HJIM MHBIM IIOJY MBIIMM JOCTYTI K IIEPCOHATBHAIM JAHHBIM JIALIOM TPeGOBAHUE He JIOITYCKATH
VX pacTIpOCTpaHeHHe 0e3 corlacus CyObeKTa MepCOHATHHBIX JAHHBIX WM HATMYMS HHOLO 3aKOHHOIO
OCHOBAHH.

Me:kcereBoii 3KpaH — TOKaTbHOE (OZIHOKOMIIOHEHTHO®) HUTH ()yHKIMOHATBHO-PACTIPETIEICHHOE
IPOTPaMMHOE  (IPOTPAMMHO-AIMIAPATHOE) ~ CPENCTBO  (KOMIUIEKC), pealM3yloliee  KOHTPOJIb 32
MH(pOpMalelf, mocTynaromeil B MHGbOPMAIMOHHYIO CUCTEMY TIEPCOHATBHBIX JaHHBIX H (WIH)
BBIXOIIAINEH M3 HHQOPMAIIMOHHOM CHCTEMEI.

Hapywntens 6e300acHOCTH MEPCOHAIBHBIX JAHHBIX — (usrgeckoe JmI0, CITydaiiHO W
TIPETHAMEPCHHO COBEPIIAIOIIEE NCHCTBHUSA, CIIENCTBHEM KOTOPBIX SBETCS HapylIeHHe Ge30MacHOCTH
TIEPCOHANBHBIX IAHHBIX TP MX 00paGOTKe TEXHMYECKMMH CPEICTBAMU B HHMDOPMALMOHHBIX CHCTEMAX
TIEPCOHAIBHBIX JAHHEBIX.

HeaBromatnsupoBannas  06pa6oTka  MePCOHANBHBIX  AAHHBIX — ob6paboTka
TICPCOHANIBHBIX NAHHBIX, CONEPXKAIMUXCS B UHPOPMALMOHHON CHCTEME NEPCOHANBHBIX AaHHBIX
MO0 U3BIECYEHHBIX U3 TAKOH CHCTEMBI, CIUTACTCA OCYIICCTBICHHOM 663 HCIOMb30BaHIS CpencTB
aBTOMATH3ANH (HEABTOMATH3UPOBAHHOMN), €CIIU TaKue NEHCTBHA C IIEPCOHATBHBIMH TAHHBIMIL
KaK HCIOJb30BAaHUE, YTOYHEHHE, PACIPOCTPAHEHHUE, YHUYTOKCHHE IEPCOHANBHBIX JAHHBIX B
OTHOIICHMHM K&X[IOTO W3 CYOBEKTOB MEPCOHANBHBIX NAaHHBIX, OCYIIECTBIAIOTCS - IIPH
HEIOCPEACTBEHHOM YUYACTHH YEJIOBEKA.

HenexiapupoBannble  BO3MONKHOCTH —  (YHKUMOHAIBHEIE — BO3MOKHOCTH CpENCTB
BBIMUCTMTENbHON TEXHHKEL, HE OIVICAHHBIE WIHM HE COOTBETCTBYIOIIME OMUCAHHEIM B JOKYMCHTALHH, pH
HUCTIONBE30BAHMH KOTOPBIX BO3MOXKHO HAPYIICHHE KOHOUACHIATBHOCTH, JOCTYITHOCTH WITH IIEJIOCTHOCTH
00pabaTsIBaeMoil MH(OPMaIIIHL.

HecaHKUMONAPOBAHHDIH X0CTYN (HECAHKUHOHMPOBAHHbIE NEHCTBHS) — JIOCTYII K
MHOpPMAIMY WM NeficTBHA ¢ MH(OpMAlWell, HapyIAlolTHe HpaBWia pasrpaHMdeHHs JOCTyTa ¢
UCTIONBG30BAHMEM  INTaTHBIX — CPENCTB, MPENOCTABIIEMBIX HMHOOPMALMOHHBIMH  CHCTEMAaMH
IIEPCOHATIBHBIX JaHHBIX.

Hocurens nndopmanum — ¢usudeckoe MO WM MaTePHAIBHEIL OOBEKT, B TOM UHCIE
usideckoe Tone, B KOTOPOM HMH(OpMAIWMSA HAXODUT CBOE OTPHKCHHE B BUJE CHMBOJOB, 00pazoB,
CHTHATIOB, TCXHWYECKMX DPEICHMI M IPOLECCOB, KOMMUECTBEHHBIX XapaKTEPUCTUK (DH3MIECKHX
BETTNYHH.

OlesnyuBanre NepCOHANBLHBIX JAHHBIX — JEHCTBHA, B pe3ylsTATE KOTOPBIX
HEBOSMOXKHO OIPENCIUTh IPUHAICKHOCTh IIEPCOHANBHBIX JAHHBIX KOHKPETHOMY' CYOBEKTY
[IEPCOHATBHBIX JaHHBIX.

OGpaGoTka mepcoHaNbHBIX AHHBIX — JEHCTBHA (OIIEpalH) ¢ NePCOHATBHEIMU IAHHBIMH,
BKIOYast COOp, CHCTEMATH3ALIO, HAKOIUIEHME, XpaHEHHE, YTOUHCHHE (oO6HOBNEHYE, W3MEHEHIIE),
VICTIONB30BAHKE, paclpoCTpaHeHue (B TOM wucile Nepenady), OOe3IMuMBaHMe, OIOKMpPOBAHHE,
YHUYTOXXECHUE NIEPCOHATBHEIX TaHHBIX.

Obmenocrynnble mepcoHanbHBIE JaHHble — IEPCOHATBHEIE JaHHBIE, IOCTYIL
HEOTPaHUYCHHOIO Kpyra JIMIl K KOTOPHIM IIPEJOCTaBIEH C COIAcHs CYyOBeKTa MEPCOHATBHBIX
AQHHBIX WJIM HAa KOTOPBIE B COOTBETCTBHMHU C (elepalbHBIMU 3aKOHaMH HE PaclpOCTpaHAeTcs
TpeOOBaHMe COOIIOIECHUS KOHGHIEHIUATEHOCTH.

Omneparop (mepcoHatbHBIX JAHHBIX) — TOCYIAPCTBEHHBINH OpPraH, MyHUITHIIATGHBIN OpIaH,
FOPUTHYECKOe I (QUBHYECKOe JIMIO, OpraHusyiouiee U (WIM) OCYLIECTBISIONEE OOPaGOTKY
IICPCOHATBHBIX JAHHBIX, & TAKOKe ONpEE/SIONIME LEMH U CofiepkaHue oOpabOTKM HEePCOHAIBHBIX
JAHHBIX.

Ilepconanbhbie manHbIe — 1002 HHPOPMALKSA, OTHOCAIASCA K ONpENEHCHHOMY WIH
OIpPEACIAEMOMY Ha OCHOBAHMH TaKO! HHpOpMaU GU3HIECKOMY UL (CYOBEKTY EPCOHATBHBIX
JIAHHEIX), B TOM YHMCIIE €10 GaMILTHA, MMsI, OTIECTBO, [OJI, MECALL, IaTA ¥ MECTO POXKIEHHS, aIpec,
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ceMeifHOe, COLHATBHOE, NMYIECTBEHHOE [I0TIOKEHHE, 00pa30BaHue, Mpopeccis, TOXOABL, Apyras
uHpOpMAaryIL.

IMoab3oBaTeN b HHGOPMANHOHHOH CHCTEMBI NEPCOHANBHBIX JAHHBIX — JIHLO,
yuyacTBytomee B (QyHKIMOHUPOBAHUHM MH(OPMALMOHHOH CHCTEMBI NEPCOHATBHBIX JAHHBIX MIH
HCIIONB3YIOIEE Pe3yIbTaTh €€ QYHKIMOHNPOBAHUS. \

IIpaBuia pasrpaHHYeHHs! AOCTYNA — COBOKYIHOCTD PABUII, PEITIAMEHTUPYIOMMX MIpaBa
JOCTyIIa CyOBEKTOB AOCTyNa K 00bEKTaM JOCTyna.

PacKpbITHE MEPCOHANBHBIX JaHHBIX — YMBIIUICHHOC WIM CIy4alHOE HapyleHuHe
KOH(UACHIMATEHOCTH IEPCOHANBHBIX TaHHBIX.

PacnpocTpanende NepPCOHAJLHBIX JAHHBIX — JCHCTBMA, HANPABJICHHBIC Ha Iepelady
TIEPCOHATBHBIX JAHHBIX OMpEIeIeHHOMY Kpyry JMI( (Iepefaya MepCOHalbHbIX JaHHBIX) WA Ha
O3HAKOMJICHHE C TIEPCOHAIBHBIMA JAHHBIMM HEOrPAHMYCHHOTO Kpyra JIMI, B TOM YHCIC
0GHAPOZIOBAHHE TEPCOHANBHBIX JAHHBIX B CPENCTBAX MAccOoBOM MH(OPMALMH, PasMEICHHUE B
MH(GOPMALIMOHHO-TENICKOMMYHAKAIIMOHHBIX ~ CeTSX  WIM  TNPEJOCTaBICHME  JOCTyma K
TepCOHAIbHBIM JTaHHBIM KaKUM-JTH00 HHBIM CIIOCOOOM.

Pecypc HHGOPMALHOHHO CHCTeMBbI — IMEHOBAHHbIH JIEMEHT CUCTEMHOTO, IIPUKIIATHOTO
VUIM AIIIapaTHOro obecreueH s QyHKIMOHMPOBAHMS HHPOPMALIHOHHOM CHCTEMBL.

CoenuajibHble KATEeropuH IEPCOHAJBHBIX [JAaHHBIX — IIEPCOHAJBHBIC aHHBIC,
KacaloIIfecs pacoBOM, HAIMOHATBHON NPUHAIISHKHOCTH, MOJTUTHIECKUX B3IVIA/IOB, AU MO3HBIX
wid  burocoPckux yOEKIeHUH, COCTOSHHMS 3JOPOBbS U MHTHMHOH KM3HH cyOBeKTa
IEePCOHATBFHBIX JAHHBIX.

CpeAcTBa BHIYMCIUTEILHOH TEXHHKH — COBOKYIIHOCTh NPOIPAMMHBIX M TEXHMYCCKUX
3JIEMEHTOB CHCTeM 00paGOTKY IAHHEBIX, CIIOCOOHBIX (DYHKIMOHUPOBATh CAMOCTOATEIEHO MIIA B COCTaBe
JAPYTUX CUCTEM.

Cy6bekT aocryna (Cy0beKT) — JIMLIO WIK MPOIEeCe, ACHCTBUA KOTOPOrO PEIMaMCHTHPYOTCA
IpaBWIaMy pa3TpaHUYEHus JOCTYIIA.

Texaudeckuii KaHal yTedKH HH(pOPMAUMM — COBOKYIHOCTh HOCHTENsS WMH(GOpMALWIT
(cpenctBa o6pabOTKH), (GU3MYECKOM Cpelbl PacIpOCTpaHeHNs MH(POPMAaTHBHOTO CUTHATA U CPEICTB,
KOTOPEIMH JIOOBIBACTCS 3alMIIaeMas HHpOpMAITHL.

Tpancrpanu4Hasi HepeJada MePCOHANBHBIX MAaHHBIX — II€peJaya TCPCOHAIBHBIX
JaHHBIX OTepaTopoM depe3 I'ocynapcTBeHHyI0 rpanuily Poccuiickoit Qdeneparuu Oprany BIacT
MHOCTPAaHHOTO TOCYHapcTBa, (HM3MYECKOMY WIM IOPHUIMYECKOMY JIMILy —HHOCTPaHHOrO
TOCy1apCTBa.

Yrposbl 6e30MaCHOCTH HEPCOHATBHBIX AaHHBIX — COBOKYIHOCTh YCJIOBMH M (akxTopoB,
CO3JAKOIIMX OMACHOCTH HECAHKIMOHHPOBAHHOIO, B TOM YHUCIIE CITy4aiHOTO, JOCTYIA K TIEPCOHATIBHBIM
JIAHHBIM, PE3YIETATOM KOTOPOTO MOXET CTATh YHHYTOXEHHE, M3MCHEHHE, GIOKAPOBAHHKE, KOTMPOBAHKC,
PACTIPOCTPAHEHUE TIEPCOHATBHBIX JIAHHBIX, @ TAiOKe MHBIX HECAHKIMOHUPOBAHHBIX JieficTBUI TIpU MX
06paboTke B MHGOPMALIMOHHOM CHCTEME IIEPCOHATBHBIX IaHHBIX.

YHUYTOKeHHE NMEPCOHATLHBIX AAHHBIX — JIEHCTBYS, B Pe3yJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAHOBHTH COJIEpYKAHMUE TIEPCOHATBHBIX TAHHBIX B MHPOPMAIMOHHON CHCTEME NIEPCOHATBHBIX NAHHBIX
VUTH B pe3y/IbTaTe KOTOPBIX YHIUTOKAKOTCSA MaTepHaibHbIe HOCHTENM EPCOHANBHBIX NaHHBIX.

Iles10cTHOCT, HH(OPMALHH — CIOCOOHOCTh CPEICTBA BEMMCTUTENBHON TEXHUKM WA
ABTOMATH3UPOBAHHON CHCTeMbl OOECIICUMBATh HEM3MEHHOCT MH(GOpPMAIIM B YCIIOBHIX CIygaifHoro
VW/YUTH TIpeTHAMEPEHHOTO MCKAXKEHNH (PaspyLICHHA ).



Ilepedenn coxpainennii

ABIIO - anTuBHpYCHOE IpOrpaMMHOE 0GeCTIeYeH e

APM ~ apTOMaTI31pOBaHHOE pabouee MecTo

WCTI/IH ~ vHbopMaLmoHHas cCHCTEMA TIEPCOHAIBHBIX JAHHBIX
JIBC — noxasnbHast BEIYMCIATEbHAS CETh

MD — MeKceTeBoi SKpaH

HC/I - HecaHKIMOHMpOBaHHEI ToCTyTT

OC — oneparmonnas cucrema

ITJTH — nepcoHanbHbIe JaHHbIe

ITO - nporpammuoe obecreueHue

C3U — cpezcrna 3amuTh uHGOpMAIHN

C3I1[H — cuctema (ocHCTeMA) 3aIMUTE] HEPCOHATBHBIX TaHHBIX

YBII/TH ~ yrpo3sI 6e300aCHOCTH HEPCOHATBHBIX IAHHEIX



1. OOume noJs10xkeHMs

Hacrosmee [TosoxeHue onpeieseT OCHOBHbIE LIENH U 33/1a4H, a TAKKe OOLIYIO CTPATETHIO
IOCTPOESHHS] CUCTEMBI 3aLUTHI IICPCOHATBHBIX JaHHbIX (C3111s) 8 MBOY Tumorosckas COIL ¢
VUOIL ITosoxeHne onpeenseT OCHOBHBIE TpeOOBaHKA M 0a30BEIC MOAXO/BI K MX pealu3aluy,
JUISL TOCTIDKEHHA Tpe6yeMOro ypoBH 6e30I1aCHOCTH HH(QOPMAIHHL.

C3II[lzu npencrapiser Cco6OH COBOKYMHOCTH OPraHM3AalMOHHBIX U TCXHUICCKHX
MepONpHATHH I 3awurtsl IIJIH OT HENpaBOMEPHOrO WIM CIyYaiiHOro JocCTyna K HUM,
VHUYTOXKEHHUS, U3MEHEHUS, OJIOKUPOBAHMS, KOIMMPOBAHKUA, PACTIPOCTPAHCHUA IT/TH, a TaxKe MHBIX
HEMPaBOMEPHBIX JEHCTBU C HIMIL.

be3omacHoCTh MCPCOHATbHBIX JaHHBIX JOCTUTACTCA IIyTEM HCKIIOYCHUA
HECAaHKIIMOHHPOBAHHOTO, B TOM quciic cnyqaﬁHoro, JOCTyIIa K MNEPCOHANBHBIM JaHHBIM,
PE3yJABTAaTOM KOTOPOT'O MOXKCT CTaTh YHHUYTOXXCHUE, U3MCHCHHUC, 6IIOKI/IpOBaHI/I€, KOIIMPOBAaHUC,
pacnpoCTpaHCHUC IEPCOHAIBHBIX NJAHHBIX, 4 TAKKC MHBIX HCCAHKIIMOHUPOBAHHBIX JCHCTBUM.

CTpykTypa, cocraB u ocHoBHbEIE Gynkimu C3II[H onpenensroTcs HCXOi W3 Kiracca
UCII[la. C3II[Iu BKIOYAeT OPraHM3ALMOHHBIC Mepbl M TEXHUYCCKME CPEICTBA 3allNThI
urdopMamuu (B ToM ukcie LmdpoBanbHEE (KpunTorpaduyeckue) CpeicTsa, CpeCTsa
MpeOTBPANICHNs HECAHKIMOHUPOBAHHOTO JOCTYMa, YTEYKH HHQOPMAIMK IO TEXHMYECKUM
KaHaJaM, IPOrpaMMHO-TEXHIYECKUX BO3AEHCTBIIT Ha TeXHUUeCKue cpenicTBa oGpaborku I1/IH), a
TaKOKe UCTIONIb3yeMEBIE B MHGOPMAI[MOHHOH CHCTEME MH(OPMAIIMOHHBIC TEXHONIOTUH.

OTH MephI IPU3BAHEL O0ECIICYNTE!
- KOH(HICHIMATHOCTh MHGOPMALMH (3aIlMTa OT HECAHKIIMOHUPOBAHHOTO O3HAKOMIICHIA);

- HEIOCTHOCTD I/IH(i)OpMaHI/II/I (aKTyaJIBHOCTB U HEHUPOTHUBOPEUYHBOCTD I/IH(I)OpMaI_II/II/I, cC
3alUIIEHHOCTE OT pa3pyCHU 1 HECAHKIIMOHMPOBAHHOT'O I/I3M€H€HI/I}I); ‘

— JOCTYIHOCTh HHGOpPMALUK (BO3MOKHOCTD 32 IPHEMIEMOE BPEMS IOIYyYUTh TpedyeMyo
UH(QOPMAITUOHHYIO YCIYTY).

2. Q01LeKThI 3a1IHTHI

O6BpeKkTaMu 3alUTH! ABJISIOTCS:
- oOpabaTsiBacMbIe TIEPCOHANBHEIE JIAHHBIC COTPYIHIKOB M yICHHUKOB;
- TeXHoJornyecKkas nHGpopManms;
- cXeMa TEXHOIOIHYECKHUX MPOIeccoB 00pabOTKH;
- [POrpaMMHO-TEXHHYECKUE CPENCTBA 06pabOTKY;
- cpencrsa 3amuTsl [1/1H;
- KaHaJIbl MHGOPMAIIMOHHOTO 0OMEHA ¥ TSJICKOMMYHUKAIWH;

- 06BEKTHI U TOMEINEHNS, B KOTOpHIX pa3merieHsl komnonenTs! MCIT/TH.



3. OcHoBHBIE CIIOCOOBI HOCTPOCHHUS CHCTEMBI 3AIIIHTHI

IToctpoenue cucreMsl obecreueHys Ge30MacHOCTH 11Je UCIT[H B MBOY TuMoHOBCKas
COIL ¢ YMOII u ee QyHKIMOHUPOBAHHE OCYIIECTBIAIOTCA B COOTBETCTBUM CO CIIENYIOUIUMHU
OCHOBHBIMH IPHHIUIIAMH:

3aKOHHOCTb.

3aiurHble MeponpusATH U paspaborka C3II/[H B miKoje IIPOBOJATCS B COOTBETCTBUH C
ACHCTBYIOLIMM 3aKOHOAATENHCTBOM B 00s1acTh 3amuts IIJIH u apyrux HOPMATHUBHBIX aKTOB IIO
Oe30macHOCTH HHPOPMAIIUH.

Jlo cOTpymHMKOB IIKOIEI XOBOAMTCS MOPANOK PaGOTHl ¢ 3aIMIAEMOI HHpOpMaIei.
Taxke oHM yBEZOMISIFOTCS O CBOEH JMYHOM OTBETCTBEHHOCTH 33 samury 11/]n.

CHCTEMHOCTS.

Cuctemusiit moaxon x nocrpoenno C3I1/IH mpemonaraeT yuer Beex B3aMMOCBSI3aHHBIX,
B3aMMOJCHCTBYIOMUX W M3MEHAIOIIUXCS BO BPEMEHM 3JEMEHTOB, YCIOBHH W (baxTopoB,
CYMIECTBCHHO 3HAIUMBIX UL TIOHUMAaHHS U PelieHus IpobieMsl obecniedenus GesomacHocTr I1/IH
NCII#.

Ilpu cozmanuu cuereMs! 3amutsl 8 MBOY TuMonosckas COILl ¢ YUOIT MakCHMAaTBHO
Y4YTeHBI C1abbie u HauGosee ysA3BHMEBIE MecTa cHCTeMBl 06paborku I1JIH, a Tarke Xapakrep,
BO3MOXXHBIE OOBEKTb! M HAIpPaBIEHHA aTak HA CHCTEMY CO CTOPOHBI HapyUIHTENeH (0coGEHHO
BBICOKOKBATU(UIUPOBAHHBIX 370YMBIILICHHAKOB), IlyTH TPOHUKHOBEHHS B DPACIIPENC/ICHHBIE
cucremel B HCJ[ x unpopmanuy. CucreMa 3aIOuThl TOCTPOEHA C YYETOM HE TOIBKO BCEX
M3BCCTHBIX KaHanoB NpoHMKHOBeHUs ¥ HCJ/l x mHdopmanum, HO M ¢ y4eTOM BO3MOKHOCTH
TIOABNCHUSA NPUHIMIINATEHO HOBBIX IyTel peanu3alui yrpo3 6€300acHOCTH.

KommexcHocTs.

KomruiekcHoe MCHONb30BaHIE METONOB M CPEICTB 3aIMUTH IPE/IIIONaraeT COracoBaHHOE
[IPUMCHCHUC DAsHOPOJHBIX CPENCTB MPHU IIOCTPOSHUM IIENOCTHOM CHCTEMBI 3aLUTHI,
IIEPEKPHIBAIOIICH BCE CYLICCTBEHHBIE KaHAJBI PeaIM3alii YTPO3 U He COJlep Kalllei clnabbix MecT
Ha CTBIKAaX OTAEIBHBIX €€ KOMIIOHEHTOB.

3ammra NOCTpoeHa SMETOHUpPoBaHo. Jllsl KaI0ro KaHala YTeukH HH(GOPMALMH U Ui
K&K JIO1 YTPO3BI 6€30MACHOCTH CYIECTBYET HECKOIBKO 3aIUTHBIX py6exeit. Co3maHe 3aUTHEIX
pybexell OCyIeCTBIIETCA C Yd4eroM TOro, 4To6H IS HX MPEOLOTICHHS HOTCHIUATHEHOMY
3JI0yMBIIUICHHUKY TPeOOBANNCH IIPOGhECCHOHANBHEIE HABBIKA B HECKOJIBKUX HEB3aUMOCBI3aHHBIX
o0nacTax.

Brewnss samura obecredeHa (QM3MUECKUMH CPENCTBAMH, OPraHH3ALMOHHEIMH U
IIPAaBOBBIMU MEPaMH. |

HemnpepriBaocTs 3aummrer [TJ]H.

3amura I1J[H — 5TO HempepHIBHEIN IleleHaNpaBIEHHBIR IIpOIece, IIPeOIararouii
IPUHATHE COOTBETCTBYIONIMX MEP Ha BCEX 3Tanax xKusHeHHoro nukia MCIT x.

B mkone ¢ynxumonuposanne MCIIJln opranmsoBano TakuMm o6pasom, uro I1/{u
HAaXOMATCA B 3alIMIICHHOM COCTOSHHUU Ha IIPOTSIKEHUU BCETO BpeMeH! X (QyHKIHOHMpOBaHus. B
COOTBETCTBHH C 3TUM IPHHIMITOM TaKXKe IIPUHATHI MEePHI 110 HeJomymeHuio nepexona MCII/IH B
HE3AINUIICHHOE COCTOSHHE.

CBOEBPEMEHHOCTS.

Ilpeanonaraer ynpexnaromui xapakrep Mep obecriedenus GesomacHoctu ITJ[H, TO ecTh
IIOCTAaHOBKY 3ana4d mo kxoMmiurekcHod 3amure MCIIJln u peammsanuio Mep obecnedenus
6esonacnoctu I1JIH Ha panHux cragusx paspaborku MICITJIH B [ENOM M ee CHCTeMEl 3allUThI
UHQOPMALNH, B YACTHOCTH.

PaspaboTka cuCTeMBI 3alIUTHl B LIKOJE MPOBOJMIACH MAPAIENBHO C pa3paboTKoil
pa3BUTHEM CaMOM 3aLMINAEMOM CHCTEMBI.



[IpeeMCTBEHHOCTh U COBEPIICHCTBOBAHHE.

IIpe/monaraiT OCTOSHHOE COBEPIICHCTBOBAHUE MEP M CPE/ICTB 3alllUTHI nHpOpMALIMY Ha
OCHOBE IIPEEMCTBCHHOCTH OPraHM3alOHHBIX M TEXHHYCCKHMX pelieHni, KaJpoBOro COCTaBa,
apanmsa ¢ynxuponuposanusa MCIL/IH 1 ee CUCTEMBI 3allUTHL C yICTOM H3MEHEHUH B MeTOJax 1
cpelcTBax IepexBaTa HMHpOpMALUH, HOPMAaTUBHBIX TpeGOBaHMH MO 3allUTe, JOCTUTHYTOIO
OTEUeCTBEHHOTO ¥ 3apyOEKHOr0 OIBITA B 9TOH 001aCTH.

ITepconanbHas OTBETCTBEHHOCTE.

B 1mKkosie pa3paboTaHbl JIOKAIBHBIE aKThI, OIPEICILIIOMME EPCOHATBHYIO OTBETCTECHHOCTR
COTPYIHMKOB 3a obecreuenne GesonacHocTy I1/IH B mpenenax nx nonHoMouuit. B cooTBeTCTBHU
C 9THM IIPUHITAIIOM pacIIpeeeHe IpaB 1 0643aHHOCTE COTPYTHUKOB CTPOUTCS TAKMM 00pasoM,
4TOOEI B Cilydae JIF0OOro HapyIIeHUs KpYI BAHOBHUKOB ObUI YETKO M3BECTCH WM CBENICH K
MUHUMYMY .

TIpUHIATI MAHAMHA3ALMIH IOJTHOMOYHH:

COTpyAHUKAM LIKOJEI, 00pabaThIBaloIIIM T1{H, OCTYN K HUM NPENOCTABICH TONBKO B TOM
cilydae ¥ B TOM 00beMe, KOTOPHIe IPOJANKTOBAHbI HEe0OXOIMMOCTRIO BRITIOJHEHHUA COTPYTHUKAMU
MX JOJDKHOCTHBIX 00S3aHHOCTEH.

BzanuMoaeicTBIE U COTPY JHIUECTBO.

[Ipexmonaraer co3IaHue 00poxKenaTeIbHON aTMOc(eEPHI CPEAX COTPYAHUKOB IIKOTIBI I
CHIDKEHUS BEPOSTHOCTU BO3HMKHOBEHMSA HETaTHBHBIX NCICTBHM, CBS3aHHBIX C YEJIOBCYCCKUM
dbaxTopoM.

B Takoif 06CTAHOBKE COTPYAHMKHA OCO3HAHHO COONIOIAIOT YCTaHOBJICHHBIC IPAaBUIA H
OKA3BIBAIOT CONEHCTBHE CIICLMAIMCTAM, OCYIIECTBISIONIM 3aIUTy NHGOPMAIIHY.

['MOKOCTH cUCTEMBI 3aruThl I1JIH.

B MBOY Tumonosckas COII ¢ YHOII mNOCTOSHHO HNPOU3BOMUTCA aHAIN3 MED,
npMHAMaeMBIX 110 3amute [1/IH j1s Toro, 9TOOBI IPABWILHO OLIEHUBATE JOCTATOYHOCTH ITHX MEP
¥ IpH HEOGXOIUMOCTH BapbUpOBaTh YPOBEHD 3aIIUIICHHOCTH.

OTKpPHITOCTH JITOPUTMOB M MEXaHM3MOB 3AIIHTHI.

CyTh NMPUHIMIA OTKPHITOCTH AITOPUTMOB M MEXaHM3MOB 3alUTBl COCTOUT B TOM, qTO
3aIUTa He J0/DKHA 00ecTeunBaThes TOIBKO 33 CYET CCKPCTHOCTH CTPYKTYPHOH OpraHu3allid U
aNrOpUTMOB (YHKIMOHMPOBAHUS €€ TOJCUCTEM. 3HaHHE AITOPUTMOB PAOOTHI CHCTEMEl 3AIUTHI
He JOKHO aBaTh BO3MOKHOCTH €€ IIPE0I0NEeHIS (TaxKe apropaM). OJTHAaKO, 3TO HE 03HAYAET, YTO
nH(OpPMAIUS O KOHKPETHON CUCTEME 3alUTHI J0JIKHA OBITH 00INEAOCTYIIHA.

ITpocToTa NPUMEHEHNS CPECTB AU THL: '

Meps! 3amursl [1J]H, OpUHATEE B INKOJE, MOHATHRI M HPOCTHL B ycnone3oBanuu. Mx
IIPUMEHEHHE He BBI3BIBACT 3aTPY AHCHHMH y COTPY IHUKOB.

Hayunas 0G0CHOBaHHOCTb W TEXHMYECKAsA Peain3yeMOCTh:

Texuyueckue U TNPOrpaMMHBIE CPEICTBA, CPEACTBA W MEPBI 3ALINTHI uHQOpMAaLIUY,
IIpUMeHAEMbIE B IIKOJIE, PEalu30BaHbl Ha COBPEMCHHOM YpOBHE pasBHTHA HAYKY U TEXHUKH U
COOTBETCTBYIOT YCTAHOBIICHHBIM HOPMaM ¥ TPeOOBAHHMAM IO 6esonacHocty [T/IH.

Crienmaans3anus ¥ NpodecCHoHaNN3M:

B MEOYV Tumonosckas COIII ¢ VUOII sxcrutyatanus cpeCTB 3allUThl OCYMECTBIAOTCA
OJrOTOBJACHHBIM CIIELIHATACTOM.

O0s3aTeIPHOCTh KOHTPOJLA:

B mxoje NPUHATSL MEPhl IO MOCTOSHHOMY KOHTPOIIO 33 JCATEIBHOCTHIO 06010
nonp30BaTens, obpabarsiBaromero I1JIH, a TakKe KOHTPOIIO CPEJICTE SALIIHTEL.



4, Crnoco6b1 oGecneyeHns 6e300aCHOCTH

Cucrema 3alUTEL IICPCOHANIBHEIX HTaHHEBIX JOJIZKHA O6€CH€‘II/IB3.TB BCECTOPOHHIOIO
KOMHJI@KCHyIO 3alIUTy.

3aKOHOLATC/IbHbIE (ITPABOBBIE) MEPHI 3AITATEL:

K IIpaBOBBIM MEpaM 3alUTEl OTHOCITCH HeﬁCTBYIOHIHe B CTpaHC 3aKOHBI, YKa3bl U
HOPMATUBHBIC aKTHI, PeTIIaMEeHTHpYIONIINE paBHJia 06pa1ueHI/m C HI[H, 3aKpCILIAOIne opaBa u
00sA3aHHOCTH YYaCTHHUKOB I/IH(I)OpMaHI/IOHHLIX OTHOIUCHUN B Imponecce ce 06pa6OTKI/I u
NCITOIB30BAHUA, a TaKKe YCTaHaBINBAIOUINE OTBETCTBEHHOCTD 34 HApYIUCHUA ITUX IpaBHJI.

MopaneHo-3THYeCKIIE MEPHI 3aLIHTHI:

K' MopansHO-3TIHUEeCKUM MepaM oTHOCATCS HODMBI IIOBEICHHMSA, KOTOPHIE TPaAMIHOHHO
CIIOXUITACE MM CKIaBIBAIOTCA 10 Mepe pachpocTpanenus DBM B crpane wi obmecTse. Dy
HOPMEI OONBIEH YacTBIO HE SBJISIOTCS 00s3aTeNbHBIME, KaK 3aKOHOIATENHHO yTBEPIKICHHBIE
HOPMATHBHBIC aKTBI, OHAKO, HX HECOOIOICHHE BEET OOBIYHO K ANEHHUIO aBTOPHUTETA, IpecTmKa
HCI0BEKA, TPYTIIBL JTALl MM OPraHU3alnU. MOpaIbHO-3THYECKHE HOPMEI OBIBAIOT KAK HEIHCAHbIE
(Hanpumep, o6IIeNPU3HAHHEIE HOPMBI YSCTHOCTH, [IaTPUOTH3MA M T.II.), TAK M HHCAHBIE, TO €CTh
0(pOpMIIEHHBIC B HEKOTOPKII CBO (yCTaB) IpaBuIl WK HpeIIHCaHHIA.

MopanbHO-3THYECKHE MepH 3aUUTH  ABJIAIOTCS NPOQUIAKTHYECKHMH U  TPeGYIOT
TIOCTOAHHOM  paboThl MO CO3JAHHI0  30POBOIO MOpaJIPHOTO KIHMMaTa B KOJJIEKTHBAX
NoApasfeneHuil. MopansHO-3TUYeCKE MEpH! 3alNThl CHHMKAIOT BEPOSITHOCTE BO3HUKHOBEHHSA
HCTAaTUBHBIX NCHCTBUH CBSI3aHHEIX C YETOBEUCCKUM ¢bakTopom.

OprasusanvoHHEle (a IMAHUCTPATHBHEIE) MEPHI 3alUTHI:

OpraHusannonssie (aMUHUCTPATHBHbIE) MEpPbI 3AIIUTH - TO MEPEI OpraHU3alOHHOIO
XapaKTepa, PpErIaMECHTHPYIOWIUE IMpouecch ¢yHkipoHupoBanus HWCII(H, HCHoNB30BaHMe
pecypcop  UCTIJIH, mesTenbHOCT  06CIYXKHBAIONIETO IIEpCOHANA, a TaKKe MOPSAIOK
B3aMMOJIeHCTBIA nonb3oBateneil ¢ MCIIJIn Takum oGpasoM, 9to6bI B HAMGONBIIEH CTEmeHH
3aTPYIHUTE UM UCKIIFOYMTE BO3MOXKHOCTE PEAlIM3aIliy YIPo3 6e30aCHOCTH WK CHU3HTD pasmep
IIOTEPh B ClIydae UX peaTn3allyy.

OpI‘aHI/I3aHI/IOHHBI€ MEPBI TOJXKHBI:

- IIpEAYyCMAaTpUBaTh  PEINAMEHT  WHOOPMANMOHHEIX  OTHOINEHMY,  HCKIIOYAIOLIHX
BOSMOKHOCTE HECaHKIIMOHHPOBAHHKIX JIEUCTBHH B OTHOLIEHUH OOBEKTOB 3aIIUTHI;
- ONPENCIATh KOATMIMOHHBIE M HEepapXW4ecKue IPUHIUIEI U METONEI pasrpaHuyYeHus
nocryna k [1/1m;
- ONPEACIIATE MOPSIOK pPaboTEl ¢ HPOrPaAMMHO-MAaTeMATHUSCKHUMU M TEXHHYECKIMM
(anmapaTHBIC) CpeNCTBAMHE 3aUIHTHI 1 KPUIITO3AMIUTHI ¥ APYTHX 3AIUTHBIX MEXaHHU3MOB;
- Opranmsoath Mephl poTuBoaercTBrs HC /I monp30BarensMu Ha sTanax ayTeHTU(UKALINH,
aBTOpU3alVY, HMIACHTU(QUKAIIH, 00eCIeYNBAIOIINX TapaHTUM  pea3alyl IpaB W
OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAIMOHHBIX OTHOIIEHHIA.

OpraHusaIrioHHbIe MEPHI TOKHBI COCTOSTD U3:

- pernamenTa nocryna B noMemenus UCITx;

— IIOPAIOK ROTYCKa COTPYAHUKOB K MCIO/IB30BaHUIO pecypcoB MCIT/Ix;

- PETIaMCHTa  IIDOHECCOB  BENEHMA 0a3 JaHHBIX M  OCYLIECTBICHMS MOMMpUKAIMY
UHGOPMALUOHHEIX PECYPCOB;

- pernamMenTa poneccoB o0CITyKUBAHUA U OCYLIECTBIEHIS MOIH(pHUKALIH anmnapaTHeIX U
IporpaMMHEIX pecypcoB UCITIx;
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- uHCTpyKimii mone3oBatened MCIL[H (ammuHHMCTpaTOopa O€30IIaCHOCTH, OIepaTopa
UCIIdn);
- MHCTPYKIIHA NOJIB30BaTeNs IIPX BO3HUKHOBEHUHN BHEIITATHBIX CUTYaLVH.

®duznuecKkue Mepsl 3allUTh

du3pyeckue Mephl 3allMTHl OCHOBAaHB! Ha IIPUMEHEHHU pPa3sHOIO poja MEXaHHYECKHUX,
3JIEKTPO- HIIM  DJIEKTPOHHO-MEXaHWYECKMX YCTPOMCTB U COOPYKEHHUH, CIEUHaJbHO
NpeqHa3HAYCHHBIX [UIS CO3JaHusd (U3MYECKMX INPEILATCTBUI HA BO3MOXKHBIX  IIyTAX
OPOHMKHOBEHHSA M [JOCTyNa NOTCHIHUAIBHBIX HapyUIMTEIeH K KOMIIOHEHTaM CHCTEMBI H
3alMIaeMoi nHGOpPMaIIMH, a TAKKe TEXHUYECKHX CPEICTB BU3YAJIBHOIO HAOMIOACHNUS, CBAZU U
OXPAaHHOH CUTHaINU3alUu.

duznyecKas 3alIyTa 3MaHUH, TOMEIEeHIH, 00BEKTOB U CpeACTB HHGOpMATU3aIMU AOJKHA
OCYIIECTBIATHCA IIyTEM YCTAaHOBJICHHA COOTBETCTBYIOIIMX IIOCTOB OXpPaHbl, C IIOMOILEIO
TEXHUYECKUX CPEJCTB OXPaHbl WIM JHOOBIMU APYTMMH CIIOCOOaMH, MPENOTBPAINAIOINMY WK
CYIIECTBEHHO 3aTPyIHSIOMIAMH IPOHUKHOBEHHE B 3JaHHE, MOMEIIEHHA IOCTOPOHHUX JIMIL,
XHINEeHHEe HHGOPMAIMOHHEIX HOCHUTENEH, CaMHX CpeNCcTB MH(OPMATHU3alUH, UCKIFOYaIOIIUMU
HaXOXKJICHHE BHYTPH KOHTPOJIUPYeMoii (0OXpaHAeMON) 30HbI TEXHUYECKUX CPEICTB Pa3BEAKH.

ArmapaTtHo-iporpaMMHBbIe cpeacTsa 3amuTel [1/[H

Texmuyeckue (ammapaTHO-IIPOTPaMMHBIE) MEpPbI 3allUTHl OCHOBaHbl Ha HCIOJIB30BAHUU
Pa3IUYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHIEMUANBHBIX IporpaMM, Bxomsamux B cocras MCII/{x n
BBIMOJIHAIOINX (CAMOCTOATELHO UM B KOMIUIEKCE C APYTUMHU CPEACTBaMU) QYHKIUHN 3aIUTHI
(uaeHTRUKAIMIO M ayTEeHTUQUKAIMIO I10JIB30BATENICH, pasrpaHUYEHUE NOCTYyNla K pecypcam,
PETUCTPAITUIO COOBITHIA, KpUNTOTpapruIecKoe 3aKphITHe HHGOPMAIUH U T.11.).

C yderom Bcex TpebOoBaHMit 1 mpuHIUIIOB obecneuenus OezonacHoctu I1/In B UCIT/IH mo
BCEM HAIpaBJICHUIM 3alIUThl B COCTaB CUCTEMbI 3alllUTHl TOJDKHBI OBITH BKIIOUEHH! CIIEAYIOLINE
CpelcTBa:
- cpenactBa wuaeHTH(UKanMyA (OMO3HABaHWA) M ayTeHTU(UKAIMKA  (NOATBEPKACHUSL
noaauHHOCTH) nonb3oBareneid NCIT/H;
— CpelcTBa pasrpaHUYEeHHs AOCTyNA 3apErvCTPUPOBAHHBIX I10JIB30BATENIEH CHUCTEMBI K
pecypcam UCII/1n Yupexnenus;
- cpencTBa O0ECIeYeHns] M KOHTPOJS LETOCTHOCTH MPOrPaMMHBIX U MH(OPMAIMOHHBIX
PECYpPCOB;
— CpEICTBa OIEPATHBHOTO KOHTPOJIS U PETHUCTPaly COOBITUH 6€30I1aCHOCTH.

3aMecTUTENs JUPEKTOpa MKOIb! 1o YT
e

B. Ilymkos
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